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TITLE OF THE INVENTION 

MOBILE COMMUNICATION TERMINAL DEVICE AND SERVER DEVICE 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention relates to a mobile 

communication terminal device and server device having a 

security communication function* 

Description of the Related Art 

Conventionally, in a wireless communication system, 

a communication procedure referred to as authentication has 
been employed between the portable communication terminal 
device and communication system for confirming the validity 
of the person or the terminal at the other end of the line. 
Moreover, in order to encode signals transmitted and received 
between the portable communication terminal device and 
communication system, a communication procedure referred 
to as ciphering is also concurrently employed. Pursuant to 
these communication procedures, the mobile communication 
terminal device and communication system are able to mutually 
guarantee the validity of the opponent, and, simultaneously, 
the confidentiality of the transmitted and received signal 
is retained. This prevents an individual from trying to pass 
oneself as the caller or receiver in order to alter or scope 
data. Security of the communication and communication system 
is ensured thereby. 

In an analog wireless communication system, it was 
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necessary to change the analog wireless modulation method 
for ensuring the security described above. Thus, a circuit 
for changing the modulation method had to be added to or 
installed in the modulation and demodulation circuit of the 
5 communication system and mobile communi cation terminal 

device* As a result, the communication system cost would 
increase, and power consumption would increase pursuant to 
the additional circuit of the mobile communication terminal 
device, thereby causing significant decrease inportability . 
10 Further, there is an additional problem in that the 

communication signal quality cannot be maintained easily 
due to the increase in the operational process of analog 
signals of the added circuit ♦ 

Thereafter, in digital wireless communication, 
15 authentication and ciphering with digital signal processing 

have been proposed, and it has became easy to ensure security. 
Nevertheless, when connecting a mobile communication 
terminal device and a communication system operating on the 
digital system, there is a premise of the ensurement of such 
20 security based on the aforementioned authentication and 

ciphering. In a wireless mobile communication method, 
regarding a delay in the connection of a call, it is not 
desirable that the design requires a long time to connect 
the call in comparison to a wired telephone connection from 
25 the perspective of service . Moreover, in data communication, 

it is also preferable that the connection delay be kept to 
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a minimum even for interactive uses such as upon using the 
web browsing. Based on such demands/ in the connection of 
a mobile communication terminal device and a communication 
system, the design is such that the time required from the 
5 start of connection to authentication and ciphering is kept 

to a minimum. 

Fig. 10 is a diagram illustrating an example of the 
communication procedure of the authentication and ciphering 
conventionally employed upon connecting a mobile 
10 communication system and mobile communication terminal 

device. As shown in Fig* 10, after the radio bearer connection 
procedure is started from the stand-by mode, an 
authentication request is made from the communication system 
to the mobile communication terminal device. The mobile 

* 15 communication terminal device makes an authentication 

m 

W response to the communication system upon receiving the 
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A authentication request. Next, the communication system 

II makes a ciphering request to the mobile communication 

terminal device, and the mobile communication terminal 
20 device makes a ciphering response thereto. Then, the line 

connection procedure is commenced, and the routine proceeds 
to the connected state. As described above, the design is 
such that the authentication and ciphering are completed 
with the transmission and reception of a few signals. 
25 Therefore, the user is able to immediatelymake communication 

without having to recognize the contents or situation of 
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the communication procedure of authentication and ciphering 
upon receiving or making a call. 
SUMMARY OF THE INVENTION 

In the future, it is anticipated that the transmission 
speed will become faster, and, in addition to conventional 
voice communication and data communication, electronic 
commerce and distribution services of pay contents 
information will be realized with a mobile communication 
terminal device . With this type of diversified communication, 
the following types of security are required: 
Provision of conventional security between the mobile 
communication terminal device and communication system; and 
Provision of end-to-end security from the mobile 
communication terminal device to the person or the terminal 
on the other end of the line connected via the Internet, 
with respect to transaction information or the like with 
financial institutions and credit card companies* 

In order to simultaneously satisfy the above, the 
communication system and mobile communication terminal 
device may be equipped with hardware and software based on 
the most powerful security technology to date* Nonetheless, 
with security having sophisticated functions and strength, 
the operational processing in the authentication and 
ciphering will increase, which will result in the increase 
of connection delay* Further, the increase in the encoding 
processing load of transmission data will put pressure on 
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the processing performance of the communication system, 
thereby causing the increase in the power consumption of 
the mobile communication terminal. 

Thus, it is demanded that the security be suitably 
5 selected as a trade off against the transmission speed of 

communication, communi cation of the opponent (depending on 
the security performance of the opponent; for example, the 
server of the opponent connected a telephone or communication 
system), function and strength (security level) of security 
10 suitable for the type of communication, and processing time 

and load of the security procedure. 

Moreover, when the provision of security is not made 
under a specific condition (applicable conditionof the area, 
country or load reduction of communication system; 
U 15 simplification of mobile communication terminal in order 

to se ek the reduction in power consumption, etc.), it is 
jj anticipated that the security will not be provided in some 

fU cases. Accordingly, the security level in a mobile 

communication terminal device and mobile wireless 
20 communication system will diversify as described above. 

The present invention was devised in view of the 
foregoing problems, and an object thereof is to provide a 
mobile communication terminal device and server device 
enabling the selection of connection/disconnection in 
25 accordance with the security level of the connectee (the 

other end of the line) . 
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In order to achieve the foregoing object, the present 
invention is a mobile communication terminal device having 
a security communication function, comprising; a detection 
unit for detecting the security level of the connectee; and 
a announcing unit for announcing the detected security level ♦ 
Since the security level of the connectee is detected 
and such detected security level is annoancedupon conducting 
communication, the user is able to confirm whether security 
is ensured at the connectee* Here, communication includes, 
in addition to standard communication such as voice 
communication and data communication, control 
communication for notifying positional information of a 
mobile communication terminal device* 

It is preferable that the mobile communication 
terminal device of the present invention further comprises 
a judgment unit for judging whether the detected security 
level satisfies a prescribed condition, and wherein the 
announcing unit announces the results of the judgment. 

As described above, since judgment is made on whether 
the detected security level satisfies a prescribed condition, 
the user is able to select whether to continue or discontinue 
communication in accordance with the judgment result . 

Further, in this case, it is preferable that themobile 
communication terminal device further comprises a security 
level setting unit for setting at least one of a security 
level permitting communication or a security level not 
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permitting communi cation. 

Pursuant to this structure, the user may freely set 
the necessary security level. 

Moreover, in this case, it is preferable to further 
5 comprise a control unit for discontinuing communication when 

the detected security level has not reached the security 
level permitting communication or falls below the security 
level not permitting communication. 

As described above, when the detected security level 
10 has not reached a security level permitting communication, 

Q or f alls below a security level not permitting communication, 

the communication is discontinued. Thereby, if the user is 
not satisfied with the security condition the user set, 
communication can be automatically discontinued, and 
15 troubles relating to security may be forestalled. 

Further, when comprising the foregoing security level 
setting unit, it is preferable that the announcing unit urges 
the selection of continuance or discontinuance of 
communication when the detected security level has not 
20 reached the securi ty level permitting communication or falls 

below the security level not permitting communication. 

As described above, when the detected security level 
has not reached the security level permitting communication 
or falls below the security level not permitting 
25 communication, the selection of continuance or 

discontinuance of communication is urged. Thereby, the user 
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is able to select whether to continue or discontinue 
communication when the detected security level does not 
satisfy the set condition. 

Moreover, it is preferable that the mobile 
5 communication terminal device of the present invention 

further comprises a notification unit for notifying the 
caller of the discontinuance of communication when 
communication is discontinued based on the security level 
detected at the time of call reception . 
10 As described above, notification is made to the caller 

H of the discontinuance of communication when communication 

C3 is discontinued based on the security level detected at the 



W time of call reception* It is thereby possible to notify 

HI 

Hi the caller of the discontinuance of communication. 

Ill 

* 15 The server device according to the present invention 

w 



is a server device for communicating with a mobile 
communication terminal device via a communication network/ 
comprising: a server side detection unit for detecting the 
security level of the connectee; and a security level setting 

20 unit for setting at least one of a security level permitting 

communication or a security level not permitting 
communication . 

Pursuant to this structure, the user may freely set 
the necessary security level. 

25 Further, it is preferable that the server device of 

the present invention further comprises a server side control 
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unit for discontinuing communication when the detected 
security level has not reached the security level permitting 
communication or falls below the security level not 
permitting communi cation . 
5 As described above, when the detected security level 

has not reached a security level permitting communication, 
or falls below a security level not permitting communication, 
the communication is discontinued. Thereby, if the user is 
not satisfied with the security condition the user set, 
10 communication can be automatically discontinued, and 

troubles relating to security may be forestalled. 

Moreover, it is preferable that the server device 
according of the present invention further comprises an 
inquiry unit for making an inquiry to the mobile 
communication terminal device to select either the 
continuance or discontinuance of communication when the 
detected security level has not reached the security level 
permitting communication or falls below the security level 
not permitting communication; and a server side control unit 
20 for continuing or discontinuing communication in accordance 

with the response to the inquiry. 

As described above, when the detected security level 
has not reached the security level permitting communication 
or falls below the security level not permitting 
25 communication, an inquiry ismade to themobile communication 

terminal device to select either the continuance or 
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discontinuance of communication, and communication is 
continued or discontinued in accordance with the response 
to such inquiry. Thereby, the user is able to select the 
continuance or discontinuance of communication when the 
detected security level does not satisfy the set condition. 

The present invention will become more fully 
understood from the detailed description given hereinbelow 
and the accompanying drawings which are given by way of 
illustration only, and thus are not to be considered as 
limiting the present invention. 

Further scope of applicability of the present 
invention will become apparent from the detailed description 
given hereinafter ♦ However, it should be understood that 
the detailed description and specific examples, while 
indicating preferred embodiments of the invention, are given 
by way of illustration only, since various changes and 
modifications within the spirit and scope of the invention 
will become apparent to those skilled in the art from this 
detailed description. 
BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention may be more readily described 
with reference to the accompanying drawings, in which: 

Fig. 1 is a block diagram illustrating the schematic 
structure of the mobile communication terminal device 
according to an embodiment of the present invention; 

Fig. 2 is a diagram illustrating the schematic 
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structure of the server device according to an embodiment 
of the present invention; 

Fig, 3 is a diagram illustrating the outline of the 
communication system according to an embodiment of the 
present invention; 

Fig. 4 is a flowchart illustrating the operation of 
the mobile communication terminal device; 

Fig. 5 is a flowchart illustrating another operation 
of the mobile communication terminal device; 

Fig. 6 is a flowchart illustrating another operation 
of the mobile communication terminal device; 

Fig. 7 is a flowchart illustrating another operation 
of the mobile communication terminal device; 

Fig, 8 is a flowchart illustrating another operation 
of the mobile communication terminal device; 

Fig* 9 is a diagram illustrating a modified example 
of the communication system according to the present 
invention; and 

Fig. 10 is a diagram illustrating the communication 
order of the authentication and ciphering currently employed 
in the connection between a mobile communication system and 
mobile communication terminal device* 
DESCRIPTION OF THE 'PREFERRED EMBODIMENTS 

The optimum embodiments of the present invention are 
now explained with reference to the accompanying drawings. 
Fig. 1 is a block diagram illustrating the schematic 
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structure of the mobile communication terminal device of 
the present embodiment* A mobile communication terminal 
device 1 has a security communication function, and conducts 
wireless communication with a wireless unit 3 comprising 
5 an antenna 2. A security level detection unit 4 detects the 

security level of the connectee, and an announcing unit 5 
announces the detected security level to the user. This 
announcing, for example, may be made by displaying a graph 
of the security level on a liquid crystal display not shown 
10 or by outputting sound data* Further, the security level 

2; may be an indicator of a type of the security* 

CI A judgment unit 6 judges whether the security level 

yB 

W detected with the security level detection unit 4 satisfies 

t n 

H a prescribed condition* As a prescribed condition, for 

y \ 

* 15 instance, there is a security level set by the user via a 

W security level setting unit 7 described later, or a 

fit 

81 predetermined security level* The announcing unit 5 

0 

fU announces the result of such the result detectedby a security 

level detection unit 4 to the user. The user is thereby able 
20 to recognize which security is used upon communication. 

The security level setting unit 7 sets at least one 
of a security level permitting communication when the 
detected security level is not less than the value thereof, 
or a security level not permitting communication when the 
25 detected security level is less than the value thereof. The 

user is thereby able to freely set the necessary security 
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level at his/her judgment. A control unit 8 discontinues 
communication when the detected security level has not 
reached a security level permitting communication, or falls 
below a security level not permitting communication. It is 
thereby possible to avoid communication which is likely to 
cause trouble. A notification unit 9 notifies the 
discontinuance of communication to the caller when 
communication is discontinued based on the security level 
detected at the time of call reception. Each of the 
aforementioned structural elements is mutually connected 
to a control bus 10. 

Moreover, the announcing unit 5 may also urge the user 
to select either the continuance or discontinuance of 
communication when the detected security level has not 
reached a security level permitting communication, or falls 
below a security level not permitting communication. 

Fig. 2 is a diagram illustrating the schematic 
structure of the server device of the present embodiment. 
A server device 20 is connected to a communication network 
via a network interface 21 , and conducts communication with 
amobile communication terminal device via a switching center 
and base station not shown. A server side detection unit 
22 detects the security level of communication with the 
mobile communication terminal device, and a server side 
security level setting unit 23 sets at least one of a security 
level permitting communication or a security level not 
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permitting communication based on the user' s instructions ♦ 
A server side control unit 24 discontinues communication 
when the security level detected by the server side detection 
unit 22 has not reached a security level permitting 
communication, or falls below a security level not permitting 
communication . It is therebypossible to avoid communication 
likely to cause trouble ♦ 

An inquiry unit 25 makes an inquiry to the mobile 
communication terminal device to select either the 
continuance or discontinuance of communication when the 
security level detected with the server side detection unit 
22 has not reached the security level permitting 
communication or falls below the security level not 
permitting communication, and the server side control unit 
24 continues or discontinues communication in accordance 
with the response to the inquiry. 

Fig. 3 is a diagram illustrating the outline of the 
communication system of the present embodiment* A portable 
telephone device 30 as the mobile communication terminal 
device adopts the basic structure depicted in Fig. 1, and 
further comprises an internal memory storing security 
information, and an external communication interface* The 
portable telephone device 30 conducts wireless transmission 
and reception of signals with the base station 31. Signals 
transmitted by the portable telephone device 30 are received 
by the base station 31, and forwarded to the user information 
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server 34 as the server device connected to a core network 

33 via a switching center 32. The user information server 

34 adopts the basic structure as depicted in Fig. 2, and 
further comprises an internal memory storing security 
information, and user ID. Signals transmitted by the user 
information server 34 are forwarded to the portable telephone 
device 30 in an opposite flow. 

Next, the operation of a communication system of the 
present embodiment structured as described above is 
explained. Fig. 4 is a flowchart illustrating the operation 
of the mobile communication terminal device. When the 
portable communication terminal device receives a call, or 
when the portable communication terminal device makes a call 
(step SI) , the portable communication terminal device and 
communication system commence a communication activation 
procedure (step S2) . Next, the security level of such 
communication or communication system is detected, and 
information thereof is exchanged and notified to the user 
(step S3) . Communication is thereafter established (step 
S4) . Here, as a method of notifying the user, a liquid crystal 
display, or illumination, flashing or color-change of 
light-emitting elements may be made, for example, on the 
screen of the mobile communication terminal device as the 
external communication interface depicted in Fig. 3. 
Moreover, notification may also be made through a sound 
talkie, vibration, and so on. Here, adopted may also be a 
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mode of avoiding the direct notification to the user by 
suspending the notification to the portable communication 

terminal device - 

As described above, since the security level of the 
destination of connection is detected and such detected 
security level is announced upon conducting communication, 
the user is able to confirm whether security is ensured at 
the destination of connection* 

Fig* 5 is a flowchart illustrating another operation 
of the portable communication terminal device* When the 
portable communication terminal device receives a call/ or 
when the portable communication terminal device makes a call 

(step Tl) , the portable communication terminal device and 
communication system commence a communication activation 
procedure (step T2) . Next, the security level of such 
communication or communication system is detected, and 
information thereof is exchanged and notified to the user 

{step T3) , The user recognizes such notification via the 
external notification interface or the like and selects 
whether to continue or disconnect communication (step T4) . 

Communication is ended when disconnection is selected (step 

T5) , and communication is established when continuance is 

selected (step T6) ♦ 

As described above, since judgment is made on whether 

the detected security level satisfies aprescribed condition, 

the user is able to select whether to continue or discontinue 
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communication in accordance with the judgment result. 

Fig* 6 is a flowchart illustrating another operation 
of the portable communication terminal device . The user sets 
a security conditionbef orehand in an internal memory storing 
security level information within the portable 
communication terminal device, or in an internal memory 
storing securing information in a user information server 
within the communication system (step Rl) - Here, it is 
possible to select at least one of a security level permitting 
communication or a security level not permitting 
communication. When the portable communication terminal 
device receives a call, or when the portable communication 
terminal device makes a call (step R2), the portable 
communication terminal device and communication system 
commence a communication activation procedure* Next, the 
detected security level is compared with the security level 
condition previously set by the user (step R3) , and 
communication is disconnected when such condition is not 
satisfied (step R4) * Contrarily, communication is 
established when such condition is satisfied (step R5) ♦ 

As described above, when the detected security level 
has not reached a security level permitting communication, 
or falls below a security level not permitting communication, 
the communication is discontinued* Thereby, if the user is 
not satisfied with the security condition the user set, 
communication can be automatically discontinued, and 
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troubles relating to security may be forestalled. 

Fig. 7 is a flowchart illustrating another operation 
of the mobile communication terminal device ♦ The user sets 
a security conditionbef orehand in an internal memory storing 
security level information within the portable 
communication terminal device, or in an internal memory 
storing securing information in a user information server 
within the communication system (step PI) . Here, it is 
possible to select at least one of a security level permitting 
communication or a security level not permitting 
communication. When the portable communication terminal 
device receives a call, or when the portable communication 
terminal device makes a call (step P2), the portable 
communication terminal device and communication system 
commence a communication activation procedure (step P3) . 
Next, the detected security level is compared with the 
security level condition previously set by the user (step 
P4), and, when such condition is not satisfied, the user 
is urged to select the continuance or disconnection of 
communication, and judgment is made on which selection has 
been made (step P5) . Communication is disconnected when 
disconnection is selected (step P6) , and communication is 
established when continuance is selected (step P7) . 
Meanwhile, communication is established when the security 
condition is satisfied at step P4 (step P8} . 

As described above, when the detected security level 
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has not reached the security level permitting communication 
or falls below the security level not permitting 
communication, the selection continuance or discontinuance 
of communication is urged. Thereby, the user is able to select 
5 whether to continue or discontinue communication when the 

detected security level does not satisfy the set condition* 
Fig* 8 is a flowchart illustrating another operation 
of the mobile communication terminal device. When the mobile 
communication terminal device receives a call from the person 
10 or the terminal on the other end of the line (step Yl) , the 

portable communication terminal and communication system 
commence a communication activation procedure. Next, a 
connection judgment is made pursuant to the security of such 
communication or communication system (step Y2) , and judged 

15 is whether connection is possible (step Y3) . When not 

w 

W connectable, the opponent is notified of the discontinuance 

CO of connection due to the security level (step Y4) , and 

Til communication is disconnected (step Y5) * Meanwhile, when 

connectable at step Y3, communication is established (step 
20 Y6) . 

As described above, notification is made to the caller of 
the discontinuance of communication when communication is 
discontinued based on the security level detected at the 
time of call reception. It is thereby possible to notify 
25 the caller of the discontinuance of communication. 

Fig. 9 is a diagram illustrating a modified example 
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of the coirimuni cation system of the present embodiment. In 
this example, in addition to the communication system 
depicted in Fig. 3, another network 35 is connected to the 
core network 33, and a base station 37 is connected to the 
5 core network 33 via the switching center 36 . The base station 

37 conducts wireless communication with the opponent side 
communication terminal device 38. In this example, the user 
is able to confirm the security of the path from the user's 
portable telephone device 30 to the opponent side 
10 communication terminal device 38 connected thereto. 

Moreover, as a method for the user to confirm the security 
level or to notify the opponent, a sound talkie or a screen 
display on the mobile communication terminal device, among 
other methods, may be employed in the case of a voice 



ill 

15 communication. Further, in the case of data communication, 



an AT command, screen display on the mobile communication 
terminal device, alarm indication on the application 
conducting communication, among other methods, may be 
employed ♦ In addition, in a communication without human 

20 intervention; for instance, in a communication between the 

mobile communication terminal device established in a 
vending machine or the like and a host computer, since a 
person is not able to make direct confirmation, the software 
conducting such communication may make the confirmation, 

25 or an alarm may be recorded. 

In the foregoing explanation, as information to be 
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used by the user for confirming the security level, the method 
of providing security; for example, only ciphering, only 
authentication, difference in code strength and so on may 
be considered. Table 1 below depicts an example of the 
notification method* In Table 1, "UE" means User Equipment 
(mobile communication terminal device) . "NW" means Network, 
and the meaning of "communication system" and 
"communication" is included therein. 



[Table 1] 



UE operation 
and display in 
network 
without 
security 


When making a 
call 


when receiving 
a call 


NW talkie to 
caller 


Selection by 
user 


After 

inputting the 

telephone 

number, 

confirmed is 
whether to call 
such number 
with a dialog 
while the 
receiver is 
of f -hook 


Dialog is 
displayed at 
the time of 
call 

reception, and 
confirmed is 
whether to 
accept the call 


Notification 
of 

discontinuanc 
e of 
communi c a t i on 
by user 


No selectionby 
user 


Invalid call 
"NW without 
security" 


Invalid 

reception 

M NW without 

security" 


Disconnect 
User denied 



As described above, according to the present 



embodiment, since the user is able to confirm the security 
level of the communication or communication system 
attempting connection, such user may select whether to make 
the connection, and a standard security is ensured thereby* 
As explained above, the mobile communication terminal 
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device according to the present invention is a mobile 
communication terminal device having a security 
communication function, and employs a structure of 
comprising a detection unit for detecting the security level 
of the destination of connection, and a announcing unit for 
announcing the detected security level. 

As described above, since the security level of the 
destination of connection is detected and such detected 
security level is announced upon conducting communication, 
the user is able to confirm whether security is ensured at 
the destination of connection. 

From the invention thus described, it will be obvious 
that the embodiments of the invention may be varied in many 
ways . Such variations are not to be regarded as a departure 
from the spirit and scope of the invention, and all such 
modifications as would be obvious to one skilled in the art 
are intended for inclusion within the scope of the following 
claims ♦ 
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